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Why Information Governance? 
The Data Explosion - Are you ready for it? 

Source: Big Data: 20 Mind-Boggling Facts Everyone Must Read, Forbes (online edition), September 30, 2015 

• More data was created in the past two years than in the entire 

previous history of the human race 

• Data is growing faster than ever before and by the year 2020, 

about 1.7 megabytes of new information will be created every 

second for every human being on the planet 

• By 2020 our accumulated digital universe of data will grow  

from 4.4 zettabytes today to around 44 zettabytes, or 

44 trillion gigabytes 

• Within five years there will be over 50 billion smart connected 

devices in the world, all developed to collect, analyze and  

share data 

• By 2020, more than 1/3 of the data produced will live in or  

pass through the cloud 

sw  |   sw  |   
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Eight Proactive Steps to Effective Data 

Governance and Record Retention 

1. Have updated policies incorporating best practices. 

2. Automate your legal hold process.  

3. Maintain an up-to-date records inventory. 

4. Protect your organization from cyber threats. 

5. Establish a defensible data remediation process. 

6. Institute an Implementation Plan. 

7. Implement mandatory employee training programs. 

8. Monitor and enforce compliance. 

 
sw  |   
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Polling 
Question #1 

Has your organization moved some or 

all of its electronic data to cloud based 

storage solutions or is it considering 

this as an option for record storage? 

a) Yes, we are moving to Microsoft 365 

b) Yes, we are moving to other  

cloud based solutions 

c) We are considering cloud storage  

but have not made the move 

d) Our organization is not planning  

to implement cloud based storage 

e) I don’t know 

sw  |   
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Polling 
Question #2 

Does your company have a 

BYOD policy or program? 

a) Yes, it is mandatory for  

all employees 

b) Yes, but it is a voluntary  

employee program 

c) No 

d) I don’t know 

 

sw  |   
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One  
Have Updated Policies Incorporating Best Practices 

• General Record Retention 

Policies and Schedules 

• Backup and disaster 

recovery plans 

• Electronic communications 

policies 

• BYOD Policy 

• Legal hold policies and 

procedures 

• Acceptable Use and 

Information Security Policies 

sw  |   
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Having a Workable and  

Updated Retention Program 

© Cartoonbank.com 

sw  |   



mt3.ca  |  reedsmith.com 8 

What Are The Courts Saying? 

• Policies are expressly endorsed by The Sedona Canada 
Principles, the U.S. Amended Federal Court Rules, The Sedona 
Principles, and the judiciary. 

 

Companies without a protocol for managing electronically 

stored information are in big trouble for a number of reasons. 

It will cost them a fortune to respond to e-discovery requests; 

they’re going to have a tough time finding what they need 

and it will be difficult for them to raise the proportionality 

argument when they have no idea what’s involved in 

retrieving the information.  

- Master Calum McLeod, National Post, July 7, 2010 

“ 

sw  |   
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Polling 
Question #3 

Is your organization’s Legal 

Hold procedure automated? 

a) Yes, we always use  

Legal Hold software 

b) Legal Holds are tracked  

on a spreadsheet 

c) Legal Holds are tracked 

manually 

d) Legal Holds are managed  

on an ad hoc basis 

 

all  |   
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Two 
Automate Legal Holds and Follow Best Practices 

Promptly lift holds 

when matters 

terminate 

Obtain employee 

acknowledgements 

Cross-reference 

against departing 

employees 

Send periodic 

reminders 

Have standard 

notice language 

ready to go 

all  |   
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The Basics 

• Adopt legal hold policies (in writing) and procedures  

before litigation hits! 

• Initiate a Legal Hold Notice as soon as practicable, obtain 

acknowledgement, and send periodic reminders 

• Don’t Over-Preserve 

• Don’t follow a “fear-based” strategy 

• Track all legal holds 

• Promptly lift legal holds when matters end 

• Return to existing practices for retaining/  

deleting data 

 

all  |   
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Polling 
Question #4 

Does your organization have  

a comprehensive inventory  

of its data? 

a) Yes, IT has a structural data map 

b) Yes, we have an information 

inventory 

c) Both a) & b), above 

d) Neither a) nor b) 

e) I don’t know 

 

 
dc  |   
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Three 
Maintain an Up-To-Date Records Inventory 

• Know what records are 

stored in each system / 

location 

• Understand where data 

resides using an IT data map 

• An information inventory is 

different that an IT data map 

• Official records custodian for 

each records type 

• Tracking of sensitive records 

• Detail level of data inventory 

may vary depending on  

company needs 

 

dc  |    
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Maintain an  

Inventory of Records 

• Do you know where Records are kept? 

• Can you delete any data if you do not know which systems/ locations 

contain Records? 

• Do you have defined “Systems of Record”? 

• By function? 

• By business? 

• By record type? 

• Defined access controls? 

• Can you rely on your Systems of Record? 

• What processes in place to allow reliance?  Can you reasonably 

assume that employees properly store Records in Systems of Record? 

• What additional controls can be applied? 

• Are there high risk records that require additional controls? 

• What are the challenges to creating/maintaining an Inventory of Records? 

 
dc  |   
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Polling 
Question #5 

Are you satisfied with your 

organization’s policies and 

procedures to protect against 

Cyber threats? 

a) Very satisfied 

b) Needs more work 

c) I don’t know 

ad  |   
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Four 
Protect Against a Cyber Threat 

Assess your risks 

• Legal 

• Reputational 

• Financial 

Identify experts both internally 

and externally to create a 

Response Team 

• IT, Governance, HR, Risk, 

Legal, Cyber Technology 

 

Develop policies and  

procedures to proactively  

prevent or limit the risk of 

a cyber breach 

ad  |   
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First Steps to Protect Against  

a Cyber Threat 

• Identify the technological improvements that may be needed 

• Consider vulnerabilities that may exist through suppliers, 

customers and other third party providers 

• Improve security procedures and protocols from an employee 

perspective 

• Assess cyber insurance – is it enough? 

• Use ethical hackers, cyber security experts to test for weaknesses 

• Audit policies and procedures to make sure that they work and that 

your team responds 

ad  |   
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Polling 
Question #6 

Is your organization in  

the process of identifying 

information to be disposed of? 

a) Yes, this initiative is well 

underway 

b) Yes, but the progress is slow 

c) We don’t know where to begin 

d) We keep everything forever 

lf  |   
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Five 
Implement a Defensible Data Remediation Process 

• Hard copy records 

• Backups tapes 

• Email or other electronic 

communications 

• Legacy data versus  

active data 

• Databases and  

database records 

• Obsolete systems 

• Other records 

lf  |   
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Defensible Records  

Remediation in a Nutshell 

1. Identify what must be kept for business/compliance 

2. Properly manage and implement Legal Holds 

3. Identify/prioritize locations/sources of obsolete records 

4. Match retention requirements with records 

5. Safely and defensibly dispose of ROT (redundant, obsolete  

and transient) records 

lf  |   
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Polling 
Question #7 

Has your organization successfully 

implemented its Data Governance 

strategies? 

a) Policies have been developed, clearly 

implemented and rollout completed 

b) Implementation is in progress 

c) We have policies but they have not 

been implemented 

d) Policies have been implemented for 

some lines of business, but not for 

others 

dc  |   
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• Once your policies are in place, what are your next steps? 

• Set up systems and procedures that ensure automatic 

deletion/destruction of all copies of electronic and hard copy 

records after they are no longer useful for business purposes 

or required for legal compliance. 

• This is easier said than done! 

• Email is not a record type 

• Automate as much as possible 

• Motivate and ensure employee compliance 

• Ensure technology works within your organization’s culture 

Six 
Institute an Implementation Plan 

dc  |   
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Developing IG  

Technical Solutions 

• Don’t treat IG as a 

technology solution only 

• Determine  

the organizations 

technical requirements 

• Engage stakeholders 

• Examine available 

software solutions  

• Tender RFP’s,  

evaluate options 

• Conduct a  

Proof of Concept 

• Build buy-in across 

business lines 

dc  |   
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Polling 
Question #8 

Does your organization require  

that all employees, staff or  

contractors participate in data 

governance training? 

a) Yes, training is mandatory and 

regularly updated 

b) Yes, but only on an ad hoc basis 

c) Training is only required for new 

employees as part of the 

onboarding process 

d) Little to nominal training is 

provided to employees 

 sw  |   
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Seven 
Have Mandatory Employee Training Programs 

• Explain record retention to 

your employees 

• Discuss electronic 

communications 

• Describe the significance of 

legal holds 

• Talk about data security 

• Review and acknowledgement 

of policies and procedures by 

employees 

sw  |   
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© Cartoonbank.com 

“Go through the files and image everything  

over 10 years old…but make copies first!” 

End of the Culture of Keep 

sw  |   
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Legally Defensible Disposition –  

End the Culture of Keep 

The “legally 

defensible” - 

assess and 

sign-off 

How to end  

the Culture  

of Keep 

Cleaning up  

the ROT 

The pros and 

cons of 

disposition 

Hoarders –  

Why does 

everyone want 

to keep 

everything? 

sw  |   



28 mt3.ca  |  reedsmith.com 28 mt3.ca  |  reedsmith.com 

Polling 
Question #9 

Does your organization regularly 

monitor compliance with 

procedures and have an audit 

schedule that it adheres to? 

a) Yes 

b) No 

c) I don’t know 

ad  |   
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Eight 
Monitor and Enforce Compliance 

• Identify stakeholders and 

compliance monitors 

• Periodic review of Retention 

Schedule 

• Schedule periodic  

“Record Clean Up Days” 

• Develop Audit Plans for 

records management as part 

of your internal audit process 

• Make records management 

part of employee reviews 

ad  |   
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