
CYBER INSURANCE 
• Stand alone policies are generally divided into two 

types of coverage: 

• Expense coverages (known as First Party 

Coverage), which cover costs the business incurs 

in dealing with a breach 

• Third party coverage – liability to third parties 

arising from the breach 
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EXPENSE COVERAGES 
Notification Costs: Costs incurred by the organization to notify those who have been affected and are at 

risk of harm. This can include: credit monitoring, setting up a call center to handle increased call volume, 

direct mailing campaigns, etc.. 

Forensic Investigative Costs: The costs associated with hiring a professional third party to determine 

where, when, and how the breach occurred; will not pay for network betterment.  

Business Interruption: Lost income as a result of the breach during the period of restoration. 

Crisis Management Expenses: The costs incurred in hiring a professional team to help prevent 

reputational harm to your business. This could include a PR team, lawyer to draft a press release, etc. 

Data Restoration: The cost to restore the network and data to the point it was at before the event 

occurred. This can include both hardware and software replacement, but not upgrades. 

Cyber Extortion: Costs associated with an attack or threat against the company, when there is a 

demand for compensation to stop the attack. 

Regulatory Proceedings Coverage: Coverage to provide for costs associated with being called in front 

of a civil, administrative, or regulatory body or proceeding. 
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LIABILITY COVERAGES 

Network Security Liability: Covers damages and claims expenses associated with the 

unauthorized access to, degradation of, or disruption to the insured’s network through the use of 

malware, denial of service attacks, phishing, etc. causing loss.  

Privacy Liability: Covers the disclosure, use, access, destruction, or modification of personal 

protected Information. 

Internet Media Liability: Liability resulting from allegations of: infringement of privacy, defamation, 

disparagement, piracy, copyright infringement, etc. related to content displayed electronically e.g., a 

blog. 

30 January 2018 3 


