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Where are we now

—Consent described as the “cornerstone” of PIPEDA, yet

commissioners admit that “consent is simply not practicable in 

certain circumstances” and ISED recognizing “consent fatigue”

—SCC in Trang recognizes implied consent available even for 

mortgage information yet commissioners applying Guidelines for 

obtaining meaningful consent with extreme vigour

—Express consent for “sensitive” information, where handling is outside 

“reasonable expectations”, or where there is a “meaningful residual risk of 

significant harm”  easy for commissioners to demand express consent 

—Commissioners read down exceptions to consent (Clearview) 

—Consent awkward in “ecosystem of vast, complex information flows” 

—Cadillac Fairview requiring consent for a “few milliseconds” of processing
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Where we’re going
—CPPA enlarges and clarifies PIPEDA consent provisions but creates a 

modernized list of exceptions to the consent principle

—Consent not king: ss. 12-13 of CPPA emphasizes that purposes must be 

reasonable, minimal and effective:

— For example, organizations must ask if there are “less intrusive means of achieving those 

purposes at a comparable cost and with comparable benefits”

—Consent requires plain language, specific types of PI, and types of third 

parties for disclosure (s. 15(3)) 

—Onus to prove appropriateness of implied consent (s. 15(4))

—But there are powerful new exceptions, including: 

—“business activity” exception, allowing collection for a closed set of purposes, including 

that it is “necessary to provide or deliver a product or service that the individual has 

requested”  narrower than GDPR Art. 6 “legitimate interests”

—“transfer to service provider” exception  affirming cross-border guidelines

—“de-identification” exception helpful in theory, but kinks to be worked out



De-identification 
under the CPPA



What is de-identification and why is it 
important?

 Often used as a general term that includes privacy and security processes 

that renders personal information as either “anonymized” or “pseudonymized”. 

 “Pseudonymization” a method that removes or replaces direct identifiers from 

a data set leaving in place data that could be used to indirectly identify a 

person with other data. This data is generally still subject to privacy laws.

 “Anonymization” a stronger form of de-identification which (depending on the 

formulation) makes re-identification impossible, reasonably unlikely, or not 

reasonably expected. 

 Value of data; R&D, AI, big data, security etc
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Is de-identified data subject to privacy 
laws?

 PIPEDA defines personal information as “information about an identifiable 

individual”. Thus, when information is “not about” an individual that can be 

identified, it is not personal information.

 “Information will be about an identifiable individual if there is a serious 

possibility that someone could identify the available information.” PIPEDA 

Case Summary #2009-018; Gordon v. Canada (Health), 2008 FC 258.

 “an ‘identifiable’ individual is considered to be someone whom it is reasonable 

to expect can be identified from the information in issue when combined with 

information from sources otherwise available”. Canada (Information 

Commissioner) v. Canadian Transportation Accident Investigation & Safety 

Board, 2006 FCA 157.
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https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2009/pipeda-2009-018/
https://www.canlii.org/en/ca/fct/doc/2008/2008fc258/2008fc258.html?autocompleteStr=Gordon%20v.%20Canada%20(Health)%2C%202008%20FC%20258&autocompletePos=1
https://www.canlii.org/en/ca/fca/doc/2006/2006fca157/2006fca157.html?autocompleteStr=Canada%20(Information%20Commissioner)%20v.%20Canadian%20Transportation%20Accident%20Investigation%20%26%20Safety%20Board&autocompletePos=1


Is de-identified data subject to privacy 
laws internationally?

 GDPR: “Personal data which have undergone pseudonymisation, which could 

be attributed to a natural person by the use of additional information should be 

considered to be information on an identifiable natural person. To determine 

whether a natural person is identifiable, account should be taken of all the 

means reasonably likely to be used, such as singling out, either by the controller 

or by another person to identify the natural person directly or indirectly. ..This 

Regulation does not therefore concern the processing of such anonymous 

information, including for statistical or research purposes” Recital 26 

 CCPA: “Deidentified” means information that cannot reasonably identify, relate 

to, describe, be capable of being associated with, or be linked, directly or 

indirectly, to a particular consumer, provided that a business that uses 

deidentified information…”
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CPPA amendments

 de-identify means to modify personal information — or create information from 

personal information — by using technical processes to ensure that the 

information does not identify an individual or could not be used in reasonably 

foreseeable circumstances, alone or in combination with other information, to 

identify an individual.

 20 An organization may use an individual’s personal information without their 

knowledge or consent to de-identify the information.

 75 An organization must not use de-identified information alone or in 

combination with other information to identify an individual, except in order to 

conduct testing of the effectiveness of security safeguards that the organization 

has put in place to protect the information.

 This language suggests that no substantial change is intended by the law, 

but…..
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Is de-identified information subject to the 
CPPA?

 Other amendments suggest de-identified data is subject to all CPPA 

obligations.

 New exceptions for uses of de-identified data

 s. 21 for an organization’s internal research and development purposes

 S.22. for a prospective business transaction

 s.39 for a socially beneficial purpose

 New standard for de-identification: s.74 An organization that de-

identifies personal information must ensure that any technical and 

administrative measures applied to the information are proportionate to the 

purpose for which the information is de-identified and the sensitivity of the 

personal information. 12



Comments on CPPA amendments

 Ambiguous at best.

 A radical change from PIPEDA?

 Departure from the highest international privacy standards?

 Risks impeding uses of anonymized data?

 Impose heavy compliance costs that do not exist in the EU or the United 

States, even under the CCPA, including the fair information principles, e.g., 

consent, retention and disposal, limiting collection, service providers, security, 

openness.  

 Impair the interoperability of our federal privacy law with provincial laws and 

with those of our major trading partners and undermine our competitiveness 

domestically and internationally?

 Needs fixing.
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Further reading
 GDPR

 California Consumer Privacy Act of 2018,

 IPC De-identification Guidelines for Structured Data 

 Strengthening Privacy for the Digital Age, ISED, Proposals to modernize the Personal 

Information Protection and Electronic Documents Act

 Department of Justice, Greater certainty for Canadians and government: delineating the 

contours of the Privacy Act and defining important concepts

 Irish Data Authority, Guidance Note: Guidance on Anonymisation and 

Pseudonymisation June 2019

 See, Does anonymization or de-identification require consent under the GDPR? 

 Mike Hintze and Khaled El Emamet Comparing the Benefits of Pseudonymization and 

Anonymization Under the GDPR
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https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://iapp.org/resources/article/california-consumer-privacy-act-of-2018/
https://www.ipc.on.ca/wp-content/uploads/2016/08/Deidentification-Guidelines-for-Structured-Data.pdf
https://www.ic.gc.ca/eic/site/062.nsf/eng/h_00107.html
https://www.justice.gc.ca/eng/csj-sjc/pa-lprp/dp-dd/modern_3.html
https://www.dataprotection.ie/sites/default/files/uploads/2019-06/190614%20Anonymisation%20and%20Pseudonymisation.pdf
https://iapp.org/news/a/does-anonymization-or-de-identification-require-consent-under-the-gdpr/
https://iapp.org/media/pdf/resource_center/PA_WP2-Anonymous-pseudonymous-comparison.pdf


Tribunal 
Litigation 
Private Right of Action 



New Data 
Governance & 
Policies 
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CPPA Data Governance Requirements

—CPPA Section 9(1) mandates a “privacy management program” 

—Policies, practices and procedures must address: 

—protection of personal information

—access requests and complaint procedures

— training and internal information relating to policies, practices 
and procedures

—development of external materials to explain the organization’s 
policies and procedures

— In developing a privacy management program, organizations must 
take into account the volume and sensitivity of the personal 
information under its control. Therefore, the more you have, the 
more stringent the requirements. (Section 9(2))
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CPPA Data Governance Requirements 

—Sections 12(3) and (4) impose new record keeping obligations 
requiring companies to document the purposes for which personal 
information is collected, used or disclosed and to continually update 
if new purposes arise. 

—Sections 13 and 14 limit organizations to collecting only necessary 
personal information, unless it is the subject of an exception.

—Section 57(1) and (2) mandates that organizations must protect 
personal information through physical, organizational, and 
technological security safeguards. This requires taking into account 
the quantity, distribution, format and method of storage of the 
information. 

—Section 60 mandates the requirement to track security breaches 
involving personal information even if the brief did not meet a 
reporting threshold. 
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Practical Solutions for Managing 

Personal Information 
— Implement an information governance strategy that includes the 

development of a privacy management program. This involves: 

—Know your data. How is personal information identified? Where 
is it stored? Who has access to it?

—Develop clear policies and procedures to manage the lifecycle of 
information from creation to storage or disposition.

—Create a data map that tracks where the information is stored.

—Leverage technology solutions to assist with the implementation of 
the policies.

—Train employees to manage and control personal information.



Questions?
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