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Cross-border transfers under PIPEDA: 
Early History

—2001:  PIPEDA enters into force. Cross border transfers are not 

expressly addressed in the act. 

—2005:  OPC determines that companies are not required to provide 

customers with the choice to opt out of cross border transfers to 

service providers

—2009: The OPC’s Guidelines on Processing Personal Data Across 

Borders indicate that transfers outside of Canada for processing are 

a ‘use’ and not a ‘disclosure’ 

 As such, assuming the information is being processed for the purpose it was 

originally collected, additional consent for the cross border transfer is not

required.



Cross-border transfers under PIPEDA: 
Recent History

—April 2019:  OPC issues its Consultation on Transborder Data 

Flows which reverses its longstanding position, stating that transfer-

border transfers are now a ‘disclosure’ that require separate consent

—April 2019 (applied to 2017):  OPC applies the updated position 

retroactively in its Report of Findings for the 2017 Equifax breach. 

—September 2019 : After substantial push back from industry, the 

OPC ends the consultation - returning to the prior status quo 



CPPA: Statutory Clarity on Cross 
Border Transfers

—Statutory Clarity re: No Consent: “An organization may transfer an individual’s 

personal information to a service provider without their knowledge or consent” (s. 

19)

—Transparency: Privacy policies must include “whether or not the organization 

carries out any international or interprovincial transfer or disclosure of personal 

information that could have significant impacts on them” (s. 62(2)).

—Accountability: “If an organization transfers personal information to a service 

provider, the organization must ensure, by contract or otherwise, that the service 

provider provides substantially the same protection of the personal information as 

that which the organization is required to provide under the Act” (s. 11(1))



Cross Border Transfers: A comparison
PIPEDA CPPA

Consent required 

for transfer?

Silent (Current interpretation is no consent 

required)

Explicit that no consent required for transfers 

to service providers (s. 19). Same treatment 

for transfers inside and outside Canada 

Transparency 

Requirement

Not explicit, but required by 2009 

Guidelines as part of Principle 4.8 

(Openness)

International and interprovincial transfers must 

be disclosed in the organization’s privacy 

policies (s. 62.2)

Level of protection 

required

“The organization shall use contractual or 

other means to provide a comparable level 

of protection while the information is being 

processed by a third party” (4.1.3)

“Comparable level” was interpreted by the 

OPC to mean a comparable level of 

protection as it would receive if it had not 

been transferred.

“…the organization must ensure, by contract 

or otherwise, that the service provider 

provides substantially the same protection of 

the personal information that the organization 

is required to provide under this Act.” 



What can you do now…
—Understand the location of all personal information held by your organization, including: 

— by affiliates and third parties

—in other provinces and in other countries

—Ensure privacy policies disclose, in plain language, all international and interprovincial 

transfers of personal information, and the risks associated with such transfers (e.g. access 

by local law enforcement, courts and national security authorities)

—Review agreements with third parties that involve cross border transfers of personal 

information. Key requirements include: 

—Imposing contractual requirements necessary to provide substantially the same 

protection under CPPA (e.g. security, confidentiality, breach notification, data subject 

rights, etc.)

—clear purpose limitations

—data residency provisions (including restrictions on further cross border transfers)

—Understand that cannot override laws of other countries  Conduct assessments of risks 

that could impact confidentiality or security of personal information when sent outside of 

Canada. 



Service 
Provider 
Obligations
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Service Providers

— Transfers to service providers do not require knowledge or consent 

(section 19)

— New definition of “service provider”

— “an organization, including a parent corporation, subsidiary, affiliate, 

contractor or subcontractor, that provides services for or on behalf of 

another organization to assist the organization in fulfilling its purposes”

Clarifications



Transfers to Service Providers: A comparison

PIPEDA CPPA

Consent Silent (current interpretation is no consent 

required)

Explicit that no consent or knowledge required 

for transfers to service providers (s. 19). 

Level of protection 

required

“The organization shall use contractual or 

other means to provide a comparable level 

of protection while the information is being 

processed by a third party” (4.1.3)

“Comparable level” was interpreted by the 

OPC to mean a comparable level of 

protection as it would receive if it had not 

been transferred.

“…the organization must ensure, by contract 

or otherwise, that the service provider 

provides substantially the same protection of 

the personal information that the organization 

is required to provide under this Act.” (s. 11(1))
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Service Providers - Other Obligations 

— Security safeguards:

— “An organization must protect personal information through physical, organizational and 

technological security safeguards. …” (section 57)

— Notify of breach of security safeguards: 

— “If a service provider determines that any breach of security safeguards has occurred that 

involves personal information, it must as soon as feasible notify the organization that controls the 

personal information.” (section 61)

— Confirm disposal of personal information:

— “If an organization disposes of personal information, it must, as soon as feasible, inform any 

service provider to which it has transferred the information of the individual’s request and obtain a 

confirmation from the service provider that the information has been disposed of.” (section 55(3))



AI/Automated 
Decision 
Systems
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A New Right – Inspiration from GDPR

Right to Object to Automated Processing of PI

GDPR (EU)

Article 22 – Automated individual decision-making, including profiling

 A right not to be subject to a decision based solely on automated processing…

…Subject to certain exceptions: 

(a) The decision is necessary for a contract between the data subject and a data controller;

(b) The decision is authorized by law

(c) The data subject has explicitly consented to the decision

Data controllers must implement suitable measures to safeguard the data subject’s rights and freedoms and 

legitimate interests, including: 

- The right to obtain human intervention on the part of the controller, 

- The right to express his or her point of view

- The right to contest the decision
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Regulating Automated Decision Making: A Growing Trend

Bill 64 (Quebec)

Articles 8.1 and 12.1

Article 8.1

Individuals have a right to be informed when an organization uses technology that allows for their identification, 

localization or profiling.

They also have a right to be informed of the means available (if any) to deactivate the identification, localization and 

profiling functions. 

Article 12.1 

When a business uses PI to make a decision only through an automated processing, it must inform the person

concerned.

If requested by the individual, the business must provide the following information:

(1)the PI used to render the decision; 

(2)the reasons and the principal factors and parameters that led to the decision; and 

(3)the right of the person concerned to have the personal information used to render the decision corrected. 

The individual must also have the opportunity to provide observations.
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Regulating Automated Decision Making: A Growing Trend

Bill C-11 (Canada)

Articles 2, 62(2)(c) and 63(3)

Definition of automated decision system 

2. means any technology that assists or replaces the judgement of human decision-makers using techniques 

such as rules-based systems, regression analysis, predictive analytics, machine learning, deep learning and neural 

nets.

Openness and Transparency

62(2) In fulfilling its obligation under subsection (1), an organization must make the following information available:

Additional information (c) a general account of the organization’s use of any automated decision system to make 

predictions, recommendations or decisions about individuals that could have significant impacts on them;

63(3) Automated decision system

(3) If the organization has used an automated decision system to make a prediction, recommendation or decision 

about the individual, the organization must, on request by the individual, provide them with an explanation of the 

prediction, recommendation or decision and of how the personal information that was used to make the prediction, 

recommendation or decision was obtained.
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Bill C-11 - Key Takeaways

The good

The bad

 Increased administrative costs

• Costs of making information available

• Costs of providing explanations

 Unlike GDPR, does not set out exceptions to those

obligations

• In some cases, explanations may be impossible 

to provide

• No exception for reasonable business purposes

• No exception for confidential information or 

trade secrets

 The obligation to inform of the way information was

obtained might require the disclosure of sensitive 

business practices

 Unlike GDPR: The right to be informed is less burdensome

than the right not to be subject to automated decision

making. 

 Unlike Bill 64, the right to information is limited to a “general

account”, does not include deactivation methods

 Does not provide for a right to contest the automated

decision or to have a human replace the automated system 



Employment Issues



Privacy Class 
Actions:
What’s Next?



mccarthy.ca |  McCarthy Tétrault LLP

What is the current state of play?

—Setoguchi v. Uber B.V., 2021 ABQB 18

—Kaplan v Casino Rama, 2019 ONSC 2025

—Bourbonniere c Yahoo Inc., 2019 QCCS 264

—Speculation or potential for future harm is not enough

—Any material claims turn on individual issues, and only de minimis claims might be common

—Emphasis on the court’s gatekeeper function

—Certification denied; appeal pending

The latest in data breach class actions
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What is the current state of play?

—Simpson v. Facebook, 2021 ONSC 968

—No evidence that Canadian users’ data was actually shared

—Two-step approach to common issues: does the issue exist and is it common?

—“Peephole” argument remains outstanding

—Stewart v. Demme, 2020 ONSC 83

— Nominal harm supports vicarious claim for intrusion upon seclusion but not negligence 

—Material harm would be an individual issue

21

The latest in misuse class actions
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The cause of action under PIPEDA

— More common to see claims for negligence, intrusion upon seclusion, breach of provincial privacy legislation, and 

breach of contract

— PIPEDA imposes requirements for the collection and handling of personal information

— For example, Setoguchi relied on s. 10.1(3) of PIPEDA, requiring timely notice of a data breach where there is a 

“real risk of significant harm” to the person whose data was compromised 

— But s. 14(1) of PIPEDA limits access to the courts.  Before a plaintiff can apply to the Federal Court, it is necessary to 

obtain a report following an investigation by the Privacy Commissioner or the discontinuance of the investigation.  

— Additionally, s. 14(1) is limited to “the complainant” and arguably requires a complaint by each complainant before the 

Federal Court can assume jurisdiction, which renders a class proceeding impractical: Haikola v. The Personal 

Insurance Company, 2019 ONSC 5982

— Only a handful of class actions have advanced claims for breach of PIEDA as a cause of action

— Much more common, as in Setoguchi, to rely on PIPEDA to set a standard of care for the negligence analysis

22

Procedurally hobbled
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The cause of action under the CPPA

106 (1) An individual who is affected by an act or omission by an organization that constitutes a contravention of 

this Act has a cause of action against the organization for damages for loss or injury that the individual has suffered 

as a result of the contravention…

(2) If an organization has been convicted of an offence under section 125, an individual affected by the act or 

omission that gave rise to the offence has a cause of action against the organization for damages for loss or injury 

that the individual has suffered as a result of the act or omission.

— But the Commissioner must have found a breach of the CPPA and the right of appeal must have been exhausted or 

there must have been a conviction for an offence under the CPPA.

— Narrow window of opportunity

— Broader constituency of “an individual who is affected” as compared to the complainant

— Can go to superior court or the Federal Court

23

Potentially less useless
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